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Introduction to XML Authorization Interface

ProPay offersindividuas and small business owners the opportunity to authorize, settle,
and void credit card transactions, by easly communicating with ProPay usng XML.
With ProPay’s XML Authorization Interface, you have the freedom to authorize credit
card transactions and ether settle or void them at your convenience.

ProPay makes buying on the Internet easier

ProPay’ s XML Authorization Interface makes it easier for you to utilize the Internet to
get pad because it diminates a step in the Internet transaction process. The XML
Authorization Interface can be integrated into your website, thus becoming “invisble’ to
your customers. Invighility alows customersto pay with their credit cards on the same
webdite diminating the need to be moved to another website to make their purchases.

XML easestransmission of information

ProPay uses XML (Extensble M arkup L anguage) because it provides an easily
recognized standard that alows companies greet flexibility in sending detailed financid
transactions to ProPay. XML uses elements and attributes that define, or set the limits of,
data, and alowsit to be read and interpreted by a computer application. Because W3C is
dill defining the XML standard, some dements may change in the future.

Single-user version
Thisverson of ProPay isfor asingle-user and contains only credit card processng. A
multi-user version of the XML Interfaceis dso avalable that offers additiond
customizable services:

Create new ProPay accounts

Pay to e-mail address

Pay to bank account
Contact ProPay at webs tetool s@propay.com for information on these services.

This document will ingtruct you on how to use ProPay’ s XML Authorization Interface.

Contents

1.0 Feesfor the XML Authorization Interface
2.0 Security Precautions
3.0 Set Up of the XML Authorization Interface
4,0 XML Authorization Interface Services

4.1 Credit Card Authorization Only

4.2 Credit Card Settlement

4.3 Void Credit Card Authorization
5.0 Definition of Elements
6.0 XML Schemasand DTDs

Wk O~NOTOTh WW

[ =

Confidential -2- 6/08/01



1.0 Fees for the XML Authorization Interface

ProPay charges an initid integration fee of $395.00 for the XML Authorization Interface
and (2) two hours of technical support. Additiond technical support is $150 per hour,
aso billed in 15-minute increments.

A renewd fee of $195 will be charged after every year of use.

Other smdl fees will be charged depending on the services used. Seethe service
descriptions given below for exact fees on the specific services.

For further questions please contact Dan England at (801) 852-4100 or
dengland@propay.com

2.0 Security Precautions

ProPay recognizes the importance of handling financia transactions in a secure manner
and has taken steps to ensure that ProPay offers the best transmission security available.

1. ProPay ensuresthat dataiis always sent via a secure connection by using Secure
Socket Layer (SSL), a protocol developed for the transmission of private
documents and transactions over the Internet. SSL creates a secure connection
between a client and a server, over which encrypted dataiis sent. SSL is built into
al mgor browsers and web servers. ProPay recommends that you use SSL
Verson 3.0 or higher.

2. The XML Authorization Interface aso requires 128-hit encryption of datainstead
of the more common 40- or 56- bit encryption, which istoo wesk for transmitting
finendal data. 128-hit encryption can be downloaded free from Netscape (for
Netscape Navigator) or Microsoft (for Internet Explorer).

Follow thislink to upgrade to 128-bit encryption on Microsoft Internet

Explorer:
http://Mmwww.mi crosoft.com/windows/ie/downl oad/128bit/intro.htm

Follow thislink to upgrade to 128-bit encryption on Netscape Navigator:
http://home.netscape.com/security

3. Inorder to authenticate that the incoming datais from the correct source, ProPay
generates a unique Certification String (certStr) and givesit to the XML user to be
included with the XML data. This Certification String is the equivaent of a
password. It isextremey important that it be kept confidentid.
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3.0 Set Up of the XML Authorization Interface

To take advantage of ProPay’s XML Authorization Interface, follow these steps:

Complete and return your licensing agreement to ProPay.

Ensure that your browser supports 128-bit encryption (see above).

Send ProPay payment for the XML Authorization Interface.

ProPay will send you a unique certification string to use on ProPay’ stest server.
Set up your software to send and receive XML data.

Test the XML Authorization Interface by sending test transmissions to ProPay’s
test server.

ProPay will send you a unique certification string to use when sending redl
transactions to ProPay for processng. This certification information should be
held confidentid to prevent unauthorized access to financid transactions.

Sk wbdpE

~

You are now ready to use ProPay’s XML Interface.
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4.0 XML Authorization Services
4.1 Credit Card Authorization Only

Use this service to authorize a credit card transaction, but not the transfer of the funds. A
credit card authorization reserves the money on the credit card, but does not transfer it.
Settling a credit card transaction actudly transfers the money from the credit card to the
receiving account.

According to Visa and MasterCard regulations, payment should not be settled more than
48 hours before the purchased product is shipped or service supplied.

If the transaction is not settled within 30 days, it is automaticaly voided. You can stle
the transaction from the Authorization Only Reports page on the ProPay website, or send
further XML data requesting settlemen.

The following criteria gpply to this service:

Not gpplicable
Requirements

Transaction Limits | $1.00 Minimum
Maximum is based on the reserve amount. See ProPay’s website

for information.

Rules Transaction will be automatically voided if not settled within 30
days

Fees Fees charged at settlement

Funds Available After sttlement

The following dements are sent and received for this service:

Request Data Sent Transaction Data Sent Data Returned
usarname transType = 05 transType
certStr amount sourceEmall
class addr (optiond) invNum

gptNum (optional) datus

zZip (optiond) transNum

sourceEmall authCode

ccNum

expDate

CVV2 (optiond)

invNum (optiond)
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Example of XML data sent to ProPay:

<ml verson="“1.0"?>
<IDOCTY PE Request.dtd>
<XML Request>
<username>xmi Testing@propay.com</username>
<certStr>111XML CertStr111</certStr>
<class>partner</class>
<XMLTrans>
<transType>05</transType>
<amount>9997</amount>
<sourceEmail>jeff @propay.com</sourceEmail >
<ccNum>1544444444443333</ccNum>
<expDate>0102</expDate>
<CVV2>312</CVV2>
<invNum>G67613E</invNum>
</XMLTrans>
</XMLRequest>

Example of XML data returned from ProPay:

<Xml verson="1.0"?>
<IDOCTY PE Response.dtd>
<XMLResponse>
<XMLTrans>
<transType>05</transType>
<sourceEmail>jeff @propay.com</sourceEmail >
<invNum>G67613E</invNum>
<status>67</status>
<transNum>74</transNum>
<authCode>712312022933</authCode>
</XMLTrans>
</XMLResponse>
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4.2 Credit Card Settlement

Usethis service to settle a credit card transaction that wasinitiated by the Authorization
Only service. This service can dso be done online from the Authorization Only Reports
page of the ProPay webste.

The following criteria goply to this service:

Requirements

Previous authorization on this credit card

Transaction Limits | Not gpplicable
Rules Not applicable
Fees Usudly 3.5% of the transaction plus $.35

Funds Available

Two business days

The following dements are sent and received for this service:

Request Data Sent

Transaction Data Sent

Data Returned

username
certStr
class

transType = 06
sourceEmail
transNum*

transType
sourceEmail
transNum
datus

*transNum is the value returned to you in the credit card authorization-only response.

Example of XML data sent to ProPay:

<xml verson="“1.0"7?>

<IDOCTY PE Request.dtd>

<XML Request>

<username>xml Testing@propay.com</username>

<certStr>111X ML CertStr111</certStr>
<class>partner</class>

<XMLTrans>

<transType>06</transType>

<sourceEmail>jeff @propay.com</sourceEmail >

<transNum>477263</transNum>

</XMLTrans>

</XMLRequest>

Confidential

6/08/01




Example of XML datareturned from ProPay:

<xml verson="1.0"7>
<IDOCTY PE Response.dtd>
<XMLResponse>
<XMLTrans>
<transType>06</transType>
<sourceEmail>jeff @propay.com</sourceEmail>
<transNum>477263</transNum>
<status>57</status>
</XMLTrans>
</XMLResponse>
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4.3 Void Credit Card Authorization

Use this service to void a transaction that was initiated with the Authorization Only

service but hasn't settled yet. This can aso be done online from the Authorization Only

Reports page of the ProPay website.

The following criteria gpply to this service:

Requirements

Previous authorization on this credit card

Transaction Limits | Not gpplicable
Rules Not applicable
Fees No charge

Funds Available Not applicable

Thefollowing eements are sent and recelved for this service:

Request Data Sent

Transaction Data Sent

username
certstr
class

transType = 07
sourceEmail
transNum*
amount

Data Returned

transType
sourceEmail
transNum
datus

*transNum is the value returned to you in the credit card authorizationonly response.

Example of XML data sent to ProPay:

<xml verson=“1.0"?>

<IDOCTY PE Request.dtd>

<XML Request>

<username>xmi Testing@propay.com</username>
<certStr>111XML CertStrl11</certStr>
<class>partner</class>

<XMLTrans>

<transType>07</transType>

<sourceEmail>jeff @propay.com</sourceEmail>
<transNum>453123</transNum>
<amount>4000</amount>

</XMLTrans>

</XMLRequest>

Confidential

6/08/01




Example of XML datareturned from ProPay:

<xml verson="1.0"7>
<IDOCTY PE Response.dtd>
<XMLResponse>
<XMLTrans>
<transType>07</transType>
<sourceEmail>jeff @propay.com</sourceEmail>
<transNum>453123</transNum>
<gtatus>00</status>
</XMLTrans>
</XMLResponse>
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5.0 Definition of Elements

5.1 Elements Sent to ProPay
Element Description Length Valid Values
addr street address 1-50 vaid ‘gtring’ vaues
amount amount of transaction >1 0-9
in cents (Minimum Must be >= 100 for credit card
$1.00 for credit card transactions
transactions.)
aptNum gpartment number 1-10 vaid ‘gring’ vaues
ccNum credit card number 13-16 for 0-9
VISA, For VISA, numbers beginning
16 for with 400000- 49999.
MasterCard | For MasterCard, numbers
beginning with 510000 -
559999,
certStr certification string 6-19 vdid ‘gring’ vaues
created by ProPay
class type of user. Must be 7 partner
the string ‘ partner’. Do
not subgtitute your
company name.
Cvv2 credit card CVV2 3 0-9
number. Thisisthe3
digits that follow the
credit card number on
the back of the card.
expDate credit card expiration 4 0-9
date asMMY'Y
invNum invoice number. To 0-20 az,A-Z,0-9
identify thistransaction
for your ownuse. This
vaueis passed back
from ProPay without
being used.
sourceEmall | e-mail address 6-50 azA-Z,0-9,-,.@
transNum transaction number >1 vaid ‘integer’ vaues
Generated by Propay
(passed back with the
authorization
response).
transType transaction type 2 05 - Credit card authorization
only
06 - Credit card settlement
07 - Void credit card
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authorization only
username ggrrinnameof ProPay | 6-55 vaid ‘gring’ vaues
account holder
zp Zip code 5-10 -,0-9
5.2 Elements Retur ned from ProPay
Element Description Value
authCode credit card vaid ‘integer’ vaues
authorization code
invNum invoice number. To same as sent to ProPay
identify this
transaction for your
ownuse Thisisthe
same va ue passed
to ProPay.
sourceEmail e-mail address same as sent to ProPay
Satus success or failure 00 - Success
datus 20 - Invdid usarname
21 - Invdid transType
24 - Invdid sourceEmal
28 - Invaid addr
29 - Invdid gotNum
32 - Invdid zip
44 - Invdid amount
45 - Invdid inVNum
48 - Invdid ccNum
49 - Invaid expDate
50 - Invdid cw?2
57 - Cannot settle transaction because it
aready expired
58 - Credit card declined
59 - Credit card not authenticated
60 - Credit card authorization timed out; retry
a alaertime
61 - Amount exceeds single transaction limit
62 - Amount excoeds monthly volume limit
63 - Inaufficient funds in account
64 - Over credit card use limit
65 - Miscellaneous error
67 - Unauthorized service requested
transNum transaction number vdid ‘integer’ vaues
generated by ProPay
transType transaction type same as sent to ProPay
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6.0 XML Schemas and DTDs

6.1 Data Type Definitions

<?xm version="1.0"?>
<l-- edited with XML Spy v3.5 NT (http://ww. xm spy.com) by Wes Smith
(ProPay) -->
<PPD: schema xm ns: PPD="htt p: // www. w3. or g/ 2000/ 10/ XM_Schema"
el ement For nDef aul t ="unqual i fi ed" attri but eFornDefaul t="unqualified"
version="1.0">
<PPD: si npl eType nane="request Types" >
<PPD: annot at i on>
<PPD: docunent ati on>one of the follow ng transaction
types nust be used for each transaction.
</ PPD: docunent ati on>
</ PPD: annot at i on>
<PPD: restriction base="PPD:string">
<PPD: enuner ati on val ue="01"/>
<PPD: enuner ati on val ue="02"/>
<PPD: enunerati on val ue="03"/>
<PPD: enunerati on val ue="04"/>
<PPD: enunerati on val ue="05"/>
<PPD: enunerati on val ue="06"/>
<PPD: enunerati on val ue="07"/>
<PPD: enuner ati on val ue="08"/>
<PPD: enuner ati on val ue="09"/>
<PPD: enuner ati on val ue="10"/>
</PPD:restriction>
</ PPD: si npl eType>
<PPD: si npl eType nane="responseTypes">
<PPD: annot at i on>
<PPD: docunent ati on>one of the follow ng response
codes will be sent for each transaction. will change as needed.
</ PPD: docunent ati on>
</ PPD: annot at i on>
<PPD:restriction base="PPD:string">
<PPD: enuner ati on val ue="00">
<PPD: annot at i on>

<PPD: docunent at i on>success</ PPD: docunent ati on>
</ PPD: annot at i on>
</ PPD: enuner ati on>
<PPD: enuner ati on val ue="00">
<PPD: annot at i on>

<PPD: docunent at i on>success</ PPD: docunent ati on>
</ PPD: annot at i on>
</ PPD: enuner ati on>
<PPD: enuner ati on val ue="20">
<PPD: annot ati on>
<PPD: docunent ati on>i nval i d
user nane</ PPD: docunent ati on>
</ PPD: annot ati on>
</ PPD: enuner at i on>
<PPD: enumer ati on val ue="21">
<PPD: annot ati on>
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<PPD: docunment at i on>i
transType</ PPD: docunent ati on>
</ PPD: annot at i on>
</ PPD: enuner at i on>
<PPD: enuner ati on val ue="23">
<PPD: annot ati on>
<PPD: document at i on>i
account Type</ PPD: docunent ati on>
</ PPD: annot ati on>
</ PPD: enuner ati on>
<PPD: enuner ati on val ue="24">
<PPD: annot at i on>
<PPD: document at i on>i
mai | </ PPD: docunent ati on>
</ PPD: annot at i on>
</ PPD: enuner at i on>
<PPD: enuner ati on val ue="25">
<PPD: annot ati on>
<PPD: docunment at i on>i
firstName</ PPD: docunent ati on>
</ PPD: annot at i on>
</ PPD: enuner at i on>
<PPD: enuner ati on val ue="26">
<PPD: annot ati on>
<PPD: docunment at i on>i
m ni ti al </ PPD: docunent ati on>
</ PPD: annot at i on>
</ PPD: enuner ati on>
<PPD: enuner ati on val ue="27">
<PPD: annot at i on>
<PPD: document at i on>i
| ast Nane</ PPD: docunent ati on>
</ PPD: annot at i on>
</ PPD: enuner ati on>
<PPD: enuner ati on val ue="28">
<PPD: annot ati on>
<PPD: docunment at i on>i
addr </ PPD: docunent ati on>
</ PPD: annot at i on>
</ PPD: enuner at i on>
<PPD: enuner ati on val ue="29">
<PPD: annot ati on>
<PPD: document at i on>i
apt Nunx/ PPD: docunent ati on>
</ PPD: annot at i on>
</ PPD: enuner ati on>
<PPD: enuner ati on val ue="30">
<PPD: annot at i on>
<PPD: document at i on>i
ci ty</ PPD: docunent ati on>
</ PPD: annot at i on>
</ PPD: enuner ati on>
<PPD: enuner ati on val ue="31">
<PPD: annot ati on>
<PPD: docunment at i on>i
st at e</ PPD: docunent ati on>
</ PPD: annot at i on>
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</ PPD: enuner ati on>
<PPD: enuner ati on val ue="32">
<PPD: annot at i on>
<PPD: docunent at i on>
Zi p</ PPD: docunent ati on>
</ PPD: annot at i on>
</ PPD: enuner at i on>
<PPD: enuner ati on val ue="33">
<PPD: annot ati on>
<PPD: docunent ati on>
mai | Addr </ PPD: docunent ati on>
</ PPD: annot at i on>
</ PPD: enuner ati on>
<PPD: enuner ati on val ue="34">
<PPD: annot ati on>
<PPD: docunent ati on>
mai | Apt </ PPD: docunent ati on>
</ PPD: annot at i on>
</ PPD: enuner ati on>
<PPD: enuner ati on val ue="35">
<PPD: annot at i on>
<PPD: docunent at i on>
mai | Ci t y</ PPD: docunent ati on>
</ PPD: annot at i on>
</ PPD: enuner ati on>
<PPD: enuner ati on val ue="36">
<PPD: annot ati on>
<PPD: docunent ati on>
mai | St at e</ PPD: docunent ati on>
</ PPD: annot at i on>
</ PPD: enuner at i on>
<PPD: enuner ati on val ue="37">
<PPD: annot ati on>
<PPD: docunent ati on>
mai | Zi p</ PPD: docunent ati on>
</ PPD: annot at i on>
</ PPD: enuner ati on>
<PPD: enuner ati on val ue="38">
<PPD: annot at i on>
<PPD: docunent at i on>
dayPhone</ PPD: docunent ati on>
</ PPD: annot at i on>
</ PPD: enuner ati on>
<PPD: enuner ati on val ue="39">
<PPD: annot ati on>
<PPD: docunent ati on>
evenPhone</ PPD: docunent ati on>
</ PPD: annot at i on>
</ PPD: enuner at i on>
<PPD: enuner ati on val ue="40">
<PPD: annot ati on>
<PPD: docunent ati on>
ssn</ PPD: docunent ati on>
</ PPD: annot at i on>
</ PPD: enuner ati on>
<PPD: enuner ati on val ue="41">
<PPD: annot at i on>
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<PPD: docunment at i on>i
dob</ PPD: docunent ati on>
</ PPD: annot at i on>
</ PPD: enuner at i on>
<PPD: enuner ati on val ue="42">
<PPD: annot ati on>
<PPD: document at i on>i
recEmai | </ PPD: docunent ati on>
</ PPD: annot ati on>
</ PPD: enuner ati on>
<PPD: enuner ati on val ue="43">
<PPD: annot at i on>
<PPD: document at i on>i
knownAccount </ PPD: docunent at i on>
</ PPD: annot at i on>
</ PPD: enuner at i on>
<PPD: enuner ati on val ue="44">
<PPD: annot ati on>
<PPD: docunment at i on>i
anount </ PPD: docunent ati on>
</ PPD: annot at i on>
</ PPD: enuner at i on>
<PPD: enuner ati on val ue="45">
<PPD: annot ati on>
<PPD: docunment at i on>i
st at e</ PPD: docunent ati on>
</ PPD: annot at i on>
</ PPD: enuner ati on>
<PPD: enuner ati on val ue="46">
<PPD: annot at i on>
<PPD: document at i on>i
i nvNunx/ PPD: docunent at i on>
</ PPD: annot at i on>
</ PPD: enuner ati on>
<PPD: enuner ati on val ue="47">
<PPD: annot ati on>
<PPD: docunment at i on>i
rt Num</ PPD: docunent ati on>
</ PPD: annot at i on>
</ PPD: enuner at i on>
<PPD: enuner ati on val ue="48">
<PPD: annot ati on>
<PPD: document at i on>i
accnt Nunx/ PPD: docunent ati on>
</ PPD: annot at i on>
</ PPD: enuner ati on>
<PPD: enuner ati on val ue="49">
<PPD: annot at i on>
<PPD: document at i on>i
expDat a</ PPD: docunent ati on>
</ PPD: annot at i on>
</ PPD: enuner ati on>
<PPD: enuner ati on val ue="50">
<PPD: annot ati on>
<PPD: docunment at i on>i
CWV2</ PPD: docunent ati on>
</ PPD: annot at i on>
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</ PPD: enuner ati on>
<PPD: enuner ati on val ue="51">
<PPD: annot at i on>
<PPD: docunent ati on>i nval i d
t ransNunmx/ PPD: documnent ati on>
</ PPD: annot at i on>
</ PPD: enuner at i on>
<PPD: enuner ati on val ue="52">
<PPD: annot ati on>
<PPD: docunent ati on>i nval i d
spl i t Num</ PPD: docunent ati on>
</ PPD: annot at i on>
</ PPD: enuner ati on>
<PPD: enuner ati on val ue="53">
<PPD: annot ati on>
<PPD: docunent ati on>a ProPay account for
this e-mai|l address already exists
</ PPD: docunment ati on>
</ PPD: annot at i on>
</ PPD: enuner ati on>
<PPD: enumner ati on val ue="54">
<PPD: annot at i on>
<PPD: docunent ati on>a ProPay account for
this ssn already exists
</ PPD: docunment ati on>
</ PPD: annot at i on>
</ PPD: enuner ati on>
<PPD: enuner ati on val ue="55">
<PPD: annot ati on>
<PPD: docunent at i on>Reci pi ent e-mai |
address doesn't exist</PPD:docunentati on>
</ PPD: annot at i on>
</ PPD: enuner ati on>
<PPD: enuner ati on val ue="56">
<PPD: annot ati on>
<PPD: docunent ati on>Reci pi ent e-mail
address al ready exi sts</PPD: docunent ati on>
</ PPD: annot ati on>
</ PPD: enuner at i on>
<PPD: enumer ati on val ue="57">
<PPD: annot ati on>
<PPD: docunent at i on>Cannot settl e
transacti on because it already expired
</ PPD: document ati on>
</ PPD: annot at i on>
</ PPD: enuner ati on>
<PPD: enuner ati on val ue="58">
<PPD: annot at i on>
<PPD: docunent ati on>Credit card
decl i ned</ PPD: docunent ati on>
</ PPD: annot at i on>
</ PPD: enuner ati on>
<PPD: enuner ati on val ue="59">
<PPD: annot ati on>
<PPD: docunment at i on>Not
aut hent i cat ed</ PPD: docunent ati on>
</ PPD: annot at i on>
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</ PPD: enuner ati on>
<PPD: enuner ati on val ue="60">
<PPD: annot at i on>
<PPD: docunent ati on>Aut h ti ned
out </ PPD: docunent at i on>
</ PPD: annot at i on>
</ PPD: enuner at i on>
<PPD: enuner ati on val ue="61">
<PPD: annot ati on>
<PPD: docunent ati on>over transaction
i mt</PPD: docunent ati on>
</ PPD: annot at i on>
</ PPD: enuner ati on>
<PPD: enuner ati on val ue="62">
<PPD: annot ati on>
<PPD: docunent ati on>over nonthly
vol une</ PPD: docunent ati on>
</ PPD: annot at i on>
</ PPD: enuner ati on>
<PPD: enuner ati on val ue="63">
<PPD: annot at i on>
<PPD: docunent at i on>Qver
avai | abl e</ PPD: docunent ati on>
</ PPD: annot at i on>
</ PPD: enuner ati on>
<PPD: enuner ati on val ue="64">
<PPD: annot ati on>
<PPD: docunent ati on>over credit card
use</ PPD: docunent ati on>
</ PPD: annot at i on>
</ PPD: enuner at i on>
<PPD: enuner ati on val ue="65">
<PPD: annot ati on>
<PPD: document at i on>ni sc
error </ PPD: docunent ati on>
</ PPD: annot at i on>
</ PPD: enuner ati on>
<PPD: enuner ati on val ue="66">
<PPD: annot at i on>
<PPD: docunent at i on>deni ed a propay
account </ PPD: docunent ati on>
</ PPD: annot at i on>
</ PPD: enuner ati on>
<PPD: enuner ati on val ue="67">
<PPD: annot ati on>
<PPD: docunent at i on>unaut hori zed servi ce
request ed</ PPD: docunent ati on>
</ PPD: annot at i on>
</ PPD: enuner at i on>
</PPD: restriction>
</ PPD: si npl eType>
<PPD: si npl eType nane="cl assTypes" >
<PPD: restriction base="PPD:string">
<PPD: enuner ati on val ue="pal m'/ >
<PPD: enuner ati on val ue="partner"/>
</ PPD: restriction>
</ PPD: si npl eType>
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<PPD: si npl eType name="propay" >
<PPD: restriction base="PPD:string">
<PPD: enuner ati on val ue="yes"/ >
<PPD: enuner ati on val ue="no"/>
<PPD: enuner ati on val ue="unknown"/ >
</PPD:restriction>
</ PPD: si npl eType>
<PPD: si npl eType nane="enmil ">
<PPD:restriction base="account">
<PPD: mi nLengt h val ue="6"/>
<PPD: maxLengt h val ue="50"/>
<PPD: pattern value="/*. +\@\[?)[a-zA-Z0-9\-\.]+\.([a-
zA-Z1{2,3}|[0-91{1,3} ) (\]?) %/ "/ >
</PPD:restriction>
</ PPD: si npl eType>
<PPD: si npl eType nane="f Nane" >
<PPD: restriction base="PPD:string">
<PPD: maxLengt h val ue="20"/>
<PPD: pattern val ue="[-a-zA-2\s\x27]"/>
</ PPD: restriction>
</ PPD: si npl eType>
<PPD: si npl eType nane="initial ">
<PPD: restriction base="PPD:string">
<PPD: maxLengt h val ue="1"/>
<PPD: pattern val ue="[a-zA-Z]"/>
</PPD:restriction>
</ PPD: si npl eType>
<PPD: si npl eType name="| Nane" >
<PPD: restriction base="PPD:string">
<PPD: maxLengt h val ue="25"/>
<PPD: pattern val ue="[-a-zA-Z\s\ x27]"/>
</PPD:restriction>
</ PPD: si npl eType>
<PPD: si npl eType nane="address">
<PPD: restriction base="PPD:string">
<PPD: maxLengt h val ue="50"/>
</ PPD: restriction>
</ PPD: si npl eType>
<PPD: si npl eType nanme="apart nment" >
<PPD: restriction base="PPD:string">
<PPD: maxLengt h val ue="10"/>
</PPD:restriction>
</ PPD: si npl eType>
<PPD: si npl eType nane="city">
<PPD: restriction base="PPD:string">
<PPD: mi nLengt h val ue="2"/>
<PPD: maxLengt h val ue="20"/>
<PPD: pattern val ue="[a-zA-2Z\s]"/>
</PPD:restriction>
</ PPD: si npl eType>
<PPD: si npl eType nane="states">
<PPD: restriction base="PPD:string">
<PPD: enumer ati on val ue="AL"/>
<PPD: enumer ati on val ue="AK"/>
<PPD: enumner ati on val ue="AR"/>
<PPD: enumner ati on val ue="AzZ"/>
<PPD: enuner ati on val ue="CA"/ >
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<PPD: enuner ati on val ue="CQO'/ >
<PPD: enuner ati on val ue="CT"/ >
<PPD: enuner ati on val ue="DC"/ >
<PPD: enuner ati on val ue="DE"/ >
<PPD: enuner ati on val ue="FL"/ >
<PPD: enuner ati on val ue="GA"/ >
<PPD: enuner ati on val ue="HA"/>
<PPD: enuner ati on val ue="1A"/>
<PPD: enuner ati on val ue="1D"/>
<PPD: enuner ati on val ue="1L"/>
<PPD: enuner ati on val ue="IN'/>
<PPD: enuner ati on val ue="KSs"/ >
<PPD: enuner ati on val ue="KY"/>
<PPD: enuner ati on val ue="LA"/>
<PPD: enuner ati on val ue="MA"/>
<PPD: enuner ati on val ue="M"/>
<PPD: enuner ati on val ue="M"/>
<PPD: enuner ati on value="M"/>
<PPD: enuner ati on val ue="M\"/>
<PPD: enuner ati on val ue="MJ'/ >
<PPD: enuner ati on val ue="Ms"/>
<PPD: enuner ati on val ue="Mr"/>
<PPD: enuner ati on val ue="NC'/ >
<PPD: enuner ati on val ue="ND"/ >
<PPD: enuner ati on val ue="NE"/>
<PPD: enuner ati on val ue="NH"/>
<PPD: enuner ati on val ue="NJ"/>
<PPD: enuner ati on val ue="NM'/ >
<PPD: enuner ati on val ue="Nv"'/>
<PPD: enuner ati on val ue="NY"/>
<PPD: enuner ati on val ue="OH"/ >
<PPD: enuner ati on val ue="oK"/ >
<PPD: enuner ati on val ue="OR"/ >
<PPD: enuner ati on val ue="PA"/ >
<PPD: enuner ati on val ue="PR"/ >
<PPD: enuner ati on val ue="RI "/ >
<PPD: enuner ati on val ue="SC"/ >
<PPD: enuner ati on val ue="SD"/ >
<PPD: enuner ati on val ue="TN"'/ >
<PPD: enuner ati on val ue="TX"/>
<PPD: enuner ati on val ue="UT"/ >
<PPD: enuner ati on val ue="VA"/ >
<PPD: enuner ati on val ue="VvT"/>
<PPD: enuner ati on val ue="WA"/>
<PPD: enuner ati on val ue="W"/>
<PPD: enuner ati on val ue="W"/>
<PPD: enuner ati on val ue="W"/>
</ PPD:restriction>
</ PPD: si npl eType>
<PPD: si npl eType nane="zi p">
<PPD: restriction base="PPD:string">
<PPD: mi nLength val ue="5"/>
<PPD: maxLengt h val ue="10"/>
<PPD: pattern val ue="[-\d]"/>
</PPD: restriction>
</ PPD: si npl eType>
<PPD: si npl eType name="phone" >
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<PPD: restriction base="PPD:string">
<PPD: | engt h val ue="10" fixed="true"/>
<PPD: pattern val ue="[\d]"/>
</PPD:restriction>
</ PPD: si npl eType>
<PPD: si npl eType nane="ssn">
<PPD: restriction base="PPD:string">
<PPD: | engt h val ue="9" fixed="true"/>
<PPD: pattern val ue="[\d]"/>
</ PPD: restriction>
</ PPD: si npl eType>
<PPD: si npl eType nane="dob" >
<PPD: annot at i on>
<PPD: docunent ati on>
nust be of the form Mvi DD YYYY
</ PPD: docunent at i on>
</ PPD: annot at i on>
<PPD: restriction base="PPD:string">
<PPD: pattern value="[-\d]"/>
</ PPD: restriction>
</ PPD: si npl eType>
<PPD: si npl eType nanme="amount ">
<PPD: restriction base="PPD:integer">
<PPD: m nl ncl usi ve val ue="100"/>
</PPD:restriction>
</ PPD: si npl eType>
<PPD: si npl eType nane="invoi ce">
<PPD: restriction base="PPD:string">
<PPD: mi nLengt h val ue="0"/>
<PPD: maxLengt h val ue="20"/>
<PPD: pattern val ue="[a-zA-2\d]"/>
</PPD:restriction>
</ PPD: si npl eType>
<PPD: si npl eType nane="routing">
<PPD: restriction base="PPD:string">
<PPD: | engt h val ue="9" fixed="true"/>
<PPD: pattern val ue="[\d]"/>
</ PPD: restriction>
</ PPD: si npl eType>
<PPD: si npl eType nane="account ">
<PPD: restriction base="PPD:.string">
<PPD: naxLengt h val ue="17"/>
<PPD: pattern val ue="[\d]"/>
</PPD:restriction>
</ PPD: si npl eType>
<PPD: si npl eType nane="credit Card">
<PPD: restriction base="PPD:string">
<PPD: mi nLengt h val ue="13"/>
<PPD: maxLengt h val ue="16"/>
<PPD: pattern value="[\d]"/>
</PPD:restriction>
</ PPD: si npl eType>
<PPD: si npl eType nane="expiration">
<PPD: annot at i on>
<PPD: docunent ati on>
nmust be in the of the form MWY
</ PPD: docunent ati on>

Confidential -21-

6/08/01



</ PPD: annot at i on>
<PPD: restriction base="PPD:string">
<PPD: pattern val ue="[\d]"/>
</PPD:restriction>
</ PPD: si npl eType>
<PPD: si npl eType nane="cvv2">
<PPD: restriction base="PPD:string">
<PPD: | engt h val ue="3" fixed="true"/>
<PPD: pattern val ue="[\d]"/>
</PPD: restriction>
</ PPD: si npl eType>
<PPD: si npl eType nane="user">
<PPD: restriction base="PPD:string">
<PPD: mi nLengt h val ue="6"/>
<PPD: naxLengt h val ue="55"/>
</PPD:restriction>
</ PPD: si npl eType>
<PPD: si npl eType nane="cert">
<PPD: restriction base="PPD:string">
<PPD: mi nLengt h val ue="6"/>
<PPD: maxLengt h val ue="19"/>
</PPD:restriction>
</ PPD: si npl eType>
</ PPD: schema>

6.2 Transaction Requests

<?xm version="1.0"?7>
<I-- edited with XM. Spy v3.5 NT (http://ww.xm spy.con) by Wes Snmith
(ProPay) -->
<req: schema xm ns:req="http://ww. w3. org/ 2000/ 10/ XM_Schema" >
<req:include
schemaLocati on="http://ww. propay. com’ xnm / PPDat aTypes. xsd"/ >
<req: el erent name="user nanme" type="user">
<req: annot ati on>
<r eq: docunent at i on>user namne
</req: docunent ati on>
</req: annot ati on>
</req: el ement >
<req: el ement name="certStr" type="cert">
<req: annot ati on>
<req: docunentation>certification string, provided by
Pr oPay
</req: docunent ati on>
</ req: annot ati on>
</req: el enent >
<req: el enent name="cl ass" type="cl assTypes">
<r eg: annot ati on>
<req: docunent ati on>user class (pal nf partner)
</req: docunment ati on>
</ req: annot ati on>
</req: el enent >
<req: el ement nanme="transType" type="request Types"/>
<req: el ement name="sourceEnmail" type="emil">
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<req: annot ati on>
<req: docunent ati on>emai | address of account for which
transaction is being processed e-mail address of initiating account, or
e-mai |l for new signup
</ req: docunent ati on>
</req: annotati on>
</req: el enent >
<req: el ement name="firstNane" type="fName"/>
<req: element name="mnitial" type="initial"/>
<req: el emrent name="1|ast Name" type="I| Name"/>
<req: el emrent name="addr" type="address">
<req: annot ati on>
<req: docunentation>billing address for credit card
owner, or street address for new signup
</req: docunent ati on>
</ req: annot ati on>
</req: el enent >
<req: el emrent nanme="apt Nuni' type="apartment"/>
<req: el ement name="city" type="city"/>
<req: el emrent name="state" type="states"/>
<req: el ement nane="zip" type="zip"/>
<req: el enent name="nmai | Addr" type="address">
<req: annot ati on>
<req: docunentati on>mai |l i ng address for new signup
optional if the sane as street address for new signup
</ req: docunment ati on>
</ req: annot ati on>
</req: el enent >
<req: el ement name="mail Apt" type="apartnment"/>
<reqg:element name="nmail City" type="city"/>
<req: el enent name="nmil State" type="states"/>
<req: el ement name="mail Zi p" type="zip"/>
<req: el ement name="dayPhone" type="phone"/>
<req: el emrent nanme="evenPhone" type="phone"/>
<req: el emrent name="ssn" type="ssn"/>
<req: el emrent name="dob" type="dob"/>
<req: el erent name="anount" type="anmount">
<req: annot ati on>
<r eq: docunent ati on>anount of noney to be transferred
</req: docunent ati on>
</ req: annot ati on>
</req: el enent >
<req: el emrent name="recEnmmil" type="emil ">
<req: annot ati on>
<req: docunentati on> e-nmail address for destination of
propay to propay transaction </req: docunent ati on>
</ req: annot ati on>
</req: el enent >
<req: el enent name="knownAccount" type="propay">
<req: annot ati on>
<req: docunent ati on> desi gnati on of a propay account
for recEmail </req: docunment ati on>
</ req: annot ati on>
</req: el enent >
<req: el emrent name="i nvNuni' type="invoice">
<req: annot ati on>
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<req: docunent ati on> invoi ce nunber (identifier for
custoner use created by custonmer for his own use)
</req: docunent ati on>
</req: annot ati on>
</req: el enent >
<req: el emrent name="rt Nuni' type="routing">
<req: annot ati on>
<req: docunentati on> routing nunber for checking
account
</ req: docunent ati on>
</ req: annot ati on>
</req: el enent >
<req: el enent name="accnt Nunf' type="account">
<req: annot ati on>
<req: docunent ati on> checki ng account nunber
</req: docunent ati on>
</ req: annot ati on>
</req: el enent >
<req: el ement nanme="ccNum' type="creditCard">
<req: annot ati on>
<req: docunentation> credit card number, only VISA
cards, with nunbers begi nning from 400000- 49999 and either 13-16
nunbers | ong, or MasterCard with nunbers beginning from 510000 — 559999
and 16 nunbers will be accepted
</req: docunent ati on>
</ req: annot ati on>
</req: el enent >
<req: el ement nanme="expDate" type="expiration">
<req: annot ati on>
<req: docunentation> credit card expiration date
</req: docunent ati on>
</ req: annot ati on>
</req: el enent >
<req: el emrent name="CVWW2" type="cvv2">
<req: annot ati on>
<req: docunentation>credit card validation nunber
usually the last 3 digits on the back of the credit card foll ow ng the
credit card nunber
</req: docunent ati on>
</req: annot ati on>
</req: el enent >
<req: el ement name="splitNuni type="req:integer">
<req: annot ati on>
<req: docunentation>i dentifier for alternate
fee/distribution(coordinate with ProPay)
</req: docunent ati on>
</ req: annot ati on>
</req: el enent >
<req: el enent name="transNuni' type="req:integer">
<req: annot ati on>
<req: docunentati on> transacti on nunber assigned by
ProPay for processing account
</ req: docunent ati on>
</ req: annot ati on>
</req: el enent >
<req: group name="si gnup">
<req: annot ati on>

Confidential -24- 6/08/01



account (transType

<req: docunent ati on>create new ProPay

01)

</req: docunent ati on>
</req: annot ati on>
<req: sequence>

<req:
<req:
<req:
<req:
<req:
<req:
<req:
<req:
<req:
<req:
<req:
<req:
<req:
<req:
<req:
<req:
<req:
<req:
<req:

el enent
el enent
el enent
el enent
el enent
el enent
el enent
el ement
el enent
el enent
el enent
el enent
el enent
el enent
el enent
el enent
el ement
el enent
el enent

</ req: sequence>

</ req: group>

<req: group nanme="PPToPP">

<req: annot ati on>
<req: docunent ati on>propay to propay transactionPay to
ProPay Account (transType 02)
</req: docunent ati on>
</ req: annot ati on>
<r eq: sequence>

<req:
<req:
<req:
<req:
<req:
<req:

el enent
el enent
el enent
el enent
el enent
el enent

</req: sequence>

</ req: group>

<req: group nanme="ACH'>
<req: annot ati on>

<req: docunent ati on>Propay account to Checking

ref="transTyp

e"/>

ref ="sourceEmail "/ >
ref="firstNane"/>

ref="mnitial
ref="1ast Name
ref="addr"/>
ref ="apt Nunt

ref="city"/>
ref="state"/>
ref="zip"/>

ref ="mai | Addr
ref="mil Apt"
ref="mail City
ref="mail St at
ref="mil Zi p"
r ef =" dayPhone
ref =" evenPhon
ref="ssn"/>

ref ="dob"/ >

ref="transTyp
ref ="anmount "/

m nCccurs="0"/>
Il/>

m nCccurs="0"/>

" m nCccurs="0"/>
m nCOccurs="0"/>

" m nCccurs="0"/>

e" m nCccurs="0"/>
m nOccurs="0"/>

"l

e"/>

eu/>
>

ref ="sourceEmail "/ >

ref="recEnmni
ref =" knownAcc
ref="invhuni

accountPay to a Bank Account(transType 03)
</req: docunent ati on>
</ req: annot ati on>
<req: sequence>

<req:
<req:
<req:
<req:
<req:
<req:
<req:

el ement
el enent
el enent
el enent
el enent
el enent
el enent

</req: sequence>

</req: group>
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ref="transTyp
ref ="anmount "/

Il/>
ount"/ >
m nCccurs="0"/>

eu/>
>

ref="firstNane"/>

ref ="1ast Name
ref="rtNunl'/>

u/>

ref ="accnt Nuni'/ >

ref="invNuni
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<req: group nanme="

cC'>

<req: annot ati on>
<req: docunentation> credit c
only, credit card splitPerforma credit card t
only, or credit card split(transType 04, 05, 08, 09)
</ req: docunent ati on>
</ req: annot ati on>
<r eq: sequence>
el enent ref="transType"/>

<req:

<req

<req:
<req:
<req:
<req:
<req:
<req:
<req:
<req:
<req:

</req: group>

el ement ref="amunt"/>
el ement ref="addr"

el ement ref="apt Nuni' m
el ement ref="zip" m nOccurs="0"/>
el enent ref="sourceEmail"/>

el enent ref="ccNuni'/>

el ement ref="expDate"/>
el ement ref="CvVv2"

ard processing, auth-
ransaction, authorization

m nOccurs="0"/>

nCccurs="0"/>

m nCccurs="0"/>

el ement ref="i nvNunt' m nCccurs="0"/>
el ement ref="splitNuni
</ req: sequence>

<reg: group nane="CCAdm n">

<req: annot ati on>
<req: docunentati on> settlenent/voi dSettle or void a
credit card transaction(transType 06, 07)
</ req: docunment ati on>

</ req: annot ati on>

<r eq: sequence>

el enent ref="transType"/>
el ement ref="anmount" m
el ement ref="sourceEmil"/>

el ement ref="transNuni'/>
</ req: sequence>

<req:
<req:
<req:
<req:

</req: group>

<req: el emrent name="XM_.Request ">

<req: conpl exType>

<req:

ref="transType"/>

</req: el enent >
</req: schem>
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sequence>
<req: el ement
<req: el ement
<req: el enent
<req: el ement

ref="user
ref="cert

m nCccurs="0"/>

nCccurs="0"/>

nane"/ >
Str"/>

ref="class"/>
name="XM_.Tr ans" >
<req: conpl exType>

<req: choi ce>
<r eq:
<r eq:
<r eq:
<r eq:
<r eq:
<req:

group ref="ACH'/ >
group ref="CC'/>

el ement

</ req: choi ce>

</req: conpl exType>
</req: el enent >

</ req: sequence>
</req: conpl exType>
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6.3 Responses

<?xm version="1.0"?>
<l-- edited with XML Spy v3.5 NT (http://ww. xm spy.com) by Wes Smith
(ProPay) -->
<res:schema xm ns:res="http://ww. w3. org/ 2000/ 10/ XM_Schema" >
<res:include
schemaLocati on="http://ww. propay. com xnl / PPDat aTypes. xsd"/ >
<res:element name="transType" type="request Types"/>
<res:element name="status" type="responseTypes"/>
<res: el enment name="sourceEmail" type="emmil">
<res:annotation>
<res: docunentation>enni |l address for new signup
</res:docunentati on>
</res:annotation>
</res: el enent>
<res:el ement name="i nvNunt' type="invoice">
<res:annotation>
<res:docunentation> invoice nunber (identifier for
custoner use)
</res:docunentati on>
</res:annotation>
</res: el enent >
<res:elenment name="transNuni' type="res:integer">
<res:annotation>
<res:docunentation> transaction nunber for processing
account
</res:docunentati on>
</res:annot ati on>
</res: el enent >
<res: el ement name="aut hCode" type="res:integer">
<res:annotation>
<res: docunent ati on>aut hori zati on code for cc trans
</res:docunent ati on>
</res:annotation>
</res:el enent>
<res: group nanme="signhup">
<res:annotation>
<res: docunent ati on>response for signup request
</res:docunmentati on>
</res:annotation>
<res:sequence>
<res:elenment ref="transType"/>
<res:elenment ref="sourceEmail"/>
<res:elenment ref="status"/>
</res:sequence>
</res:group>
<res:group name="adm n">
<res:annotation>
<res: docunentati on>response frompalminitiation
</res:docunent ati on>
</res:annotation>
<res: sequence>

Confidential -27- 6/08/01



<res:elenment ref="status"/>
</res:sequence>
</res:group>
<res: group nane="CC'>
<res:annot ati on>
<res: docunent ati on>response for
transaction
</res:document ati on>
</res:annotati on>
<r es: sequence>
<res:elenment ref="transType"/>
<res:elenent ref="sourceEmail"/>
<res:element ref="invhNuni/>
<res:elenment ref="status"/>
<res:elenment ref="transNuni'/>
<res: el enent ref="authCode"/>
</res:sequence>
</res:group>
<res:group name="trans">
<res:annot ati on>
<res:docunent ati on>response for
transacti on( PPToPP, ACH)
</res:docunment ati on>
</res:annot ati on>
<res: sequence>
<res:elenment ref="transType"/>
<res:elenment ref="invNum'/>
<res:elenment ref="status"/>
<res:elenment ref="transNuni'/>
</res:sequence>
</res:group>
<res: group name="CCAdm n">
<res: annot ati on>

<res: docunent ati on>response settle/void

</res:docunentati on>
</res:annotation>
<res: sequence>
<res:elenment ref="transType"/>
<res:elenment ref="sourceEmail"/>
<res:elenent ref="status"/>
<res:elenment ref="transNuni'/>
</res:sequence>
</res:group>
<res: el ement name="XM.Request ">
<res: conpl exType>
<res: choi ce>
<res:group ref="signup"/>
<res:group ref="trans"/>
<res:group ref="adm n"/>
<res:group ref="CC'/ >
<res: group ref="CCAdm n"/>
</res: choi ce>
</res:conmpl exType>
</res: el enent >
</res:schem>
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